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Abstract

At the article is examined one of the possibilities for security of data in TCP/IP based
networks — the usage of SSL protocol.

It is developed generalized net model reflecting the work of building and transmitting
confidential information between a client and server by cryptic tunnel. For better
understanding we use intuitionistic fuzzy estimations.
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Introduction

The fast entering of the computer communications and Internet in different spheres
sets a multitude of questions bounded with the security in exchanging information. This is
very important in transmitting confidential information by the network [8]. The investigation
and analyzing of the processes bounded with the change of that kind information is
exceptionally important and it could be a base for increasing the security of its transmitting.

At the article is introduced a model describing the processes of transmitting
confidential information. About its development are used Generalized nets (GN, see [1]).
They have powerful apparatus for modeling and analyzing such parallel flowing in time real
processes.

The developed GN-model at the current article could be used independently or like
additional module to others GN-models introducing the work of systems in which are transmit
confidential data (example [10, 11, 12]), describing different processes in Internet of a
university, [5] — GN-model of electronic payments. Computer networks are modeling with
GNin[13, 14, 15].

One of the possibilities used for data security in TCP/IP based networks is the use of
SSL protocol [2, 3, 4, 6, 7, 9]. It is based on cryptography with public keys. Some versions of
SSL exist and they used 40/56/128/168 bit keys for crypt. In SSL the public key is called
certificate. For realization of SSL are necessary a personal key and certificate.

The personal key is owned from the both parties — from the client and server. Each
part owns two keys — one public and one private.

The server owns: server certificate, certificate for certificating authority (allowing to
be done crypt of information) and the client certificate (it is received during the exchange of
information with the client), Cipher Spec. The server certificate is used for attesting and
generating keys for crypt of the session. Cipher Spec contains parameters for cipher and MAC
address. The client owns: the client certificate (it is used for attesting the client), certificate
from the certificating authority, ciphering algorithm, Cipher Spec. The certificate from the
certificating authority of the client is used for verifying of server certifications assigned from
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this certificating authority but it do not contains the key of the certificating authority. The
certificate of the certificating authority is used for verifying others certificates assigned from
it (it do not participate in the transactions of SSL and do not contains a key of the certificate).

Work of SSL

The remote host (client) sets an inquiring to the server for realization of the crypt
relation by sending its certificate. If the client certificate is authentic, the server backs its own
certificate to contract the keys and crypt the session.

Every crypt session has dot a life finishing when the server send its serial message to
the client that its serial data are received and are not received new data from the client of the
server.

GN-model
All definitions related to the concept “GN” are taken from [1]. The GN, describing the

work of the SSL, is shown on Fig.1.
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Fig. 1

Initially the «.,~token stays in place S34 with characteristic:
xg sem = “gerver certificate; certificate of the certificating authority; cipher spec”.
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It will be in its own place during the whole time which the GN functions. While it may split
into two or more tokens, the original token will remain in its own place the whole time. The

new tokens will be noted by o, , 0, and so on.

Initially the following tokens enter in the generalized net:
- in place Seomp - ae-token with characteristic:

xg ¢ =“client certificate, client key, certificate from the certificating authority, ciphering

algorithm, client Cipher Spec™;
- inplace S.s - ftoken with characteristic:

xg = “data for sending in secured channel”.

Generalized net is presented by a set of transitions, where transitions describe the
following processes:
7, — sending information from the client;
7, — sending information from the client in the crypt channel;
75 — crypting and sending information from the server;
Z4— crypting and sending information from the server in the crypt channel.

Z1= < {Scd, Scomp, S32, S33, S1a}> {S11, S12, S13, S14, S1a}, Ry,
v (/\(Scda Scomp)’ S32, S33, S14)>

Sn S12 S13 S14 Sia St
Scd False False False False True False
S False False False False True False

_ Pcomp

83 False False False False True False
S33 False False False False True False
St (WM Wiarz Wiagz Wigaa True Wiygng

Ry

where
Wi411= “it is impossible to be realized the connection”;
Wi412 = “"there is a request for version of SSL, cipher algorithm™;
Wi 413 = “it is confirmed the certificate of the client version of SSL and the cipher algorithm”;
W14.14 = ”Data exchange can start”.
The o~ and PB-tokens entering in place Sia (from places S.s and Scomp) not obtain new
characteristics. All tokens that will enter transition Z; will unite with original o~ token.
The tokens that enter places S1, Si2, S13 and S obtain characteristic respectively:
“not realized connection”,
“version of SSL, ciphering”,
“client certificate, client key, client Cipher Spec”,

and x%, ="(Data_CRCy, Ack _CRCy)".

The every transaction have CRC (Cyclic Redundancy Check) — received and transmitted. The
Data_CRCr is for transmitted data, and Ack_CRCr is for acknowledgment.

o~ and B-tokens entering in place Si4 (from place S;,) merge in y-token with characteristic:
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This is the whole necessary information for realizing of SSL tunnel and data for sending.
Z5= < { S14, Sa2, Saoa}, {S21, S2a }, Ro, v (S14, Sa2) >

| S Sa4
Si4 | False True
S4y | False True

Sy4 | True True

Ry =

The y-token that enter place Sy (from place S;4) not obtain new characteristics.
The B’-token that enters place S;; obtain characteristic

xP =< current packet of crypt information™.

Z5=<{ Si2, Si3,S3a}, {S31, S32, S33,S34}, R3, v (S12, S13,S34 ) >

|S51 S S Ss S Sip
R Sip | False  False False False True False
o S|z | False  False False False True False

S34 | W3431 Wia32 Wiu3z Wiaza True Wiyay

Wia31 = it is impossible to be realized the connection™;
W, s, = “itis confirmed the certificate of the client version of SSL and the cipher algorithm”;

W, = W,,; = "Data exchange can start”.
The tokens that enter places Ssi, S3, S33 and S34 obtain characteristic respectively:
“unrealized connection with the client”,
“certificate for the client, SSL version, ciphering algorithm”,
“cipher spec”
and “certificate for the client, SSL version, ciphering algorithm, cipher spec”.
Token that enter place Sj, obtain characteristic:

xg2 ="(Ack _CRCg,Data_CRCy)" ;

cu

The Data_CRCp is for received data, and Ack CRCp is for acknowledgment.
Z4= < { S34, Sa1, Saa}, {Sa1, Sa2, Saa}, Ra, v (Sa4, Sa1, Sqa) >

|Sa1 Si2 Saa
S34 | False  False  True
8, | False  False  True’

Saa | Waam Wapar True

Ry

where:
W4 41="there is an information by the crypt channel”;

Wa.42=""there is a query for the next packet information”.
The ’-token that enter places Ssa obtains characteristic:
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xE,, = xfu_l U xfu.
The tokens that enter places S4; and S4; obtain characteristic respectively:
“received information by the crypt channel”,

and “query for the next packet information”.

We must note that the input place priorities must satisfy the following inequality:
71(S34) > 7(S21) > TL(Sa4)-

Initially, token 6 has initial characteristic “<0 ,0>".

Z5=<{Sin, Sip, Sirs}» 1S3} Rs:A(Sin, Sipz, Sig)>
where:

The three tokens 01, 0, and 0 that enter place Sy unite in token 0 that obtains characteristic

0 _ AR
xcu—“(;v—}(—J D

where:
- s is the number of coincidence packages;
- r is the number of non-coincidence packages;
- kis the number of all packages that are transmitted;
- k-s-r is the number of packages that are sent, but not received.
Ze=<{Si},{Sie} Re;v( Siz)>
where:

Re=e— |0
0 Sir3 | True

Token 0 enters place Si; and obtains as (k+1)-th characteristic (for k=0)

“< Vi >
where
_  pyk+m vik+n
<Upars Vi > —_—
Higp¥ea SThAl k4l
It is estimated on the base of the previous sets from the formula mentioned above.
Where <py, vi> is the previous evaluation, and <m,n> is the estimation of the latest
message, for m, n € [0, 1] and m + n < 1. The final estimation of the correctness of the

information exchanged on the basis of the previous and the latest events
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Conclusion

At the article is developed a model describing the work of SSL. The model can be

used independently or like a component of others GN-models of different systems in which
are transmitting confidential data.

The developed model can help examination, analyzing and optimizing the flowing

processes in exchanging such data in Internet/Intranet.
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